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1. UHCcTpyKUMs Mo 6a30BOM HACTPOVKe MexaHu3Ma 6esomacaoctu Sender Policy
Framework (SPF)

1.1 Ilpeskme 4YeM OCYIIECTBISITb HACTPOMKYy TpoBepku  SPF-zammcu  miis
MCIIOJIb3YeMbIX TIOUTOBBIX CepBepOB, HeoOxomumo omybsmkoBath SPF-3ammce B DNS (B
cayJyae apeHIbl JOMeHa Ha CTOPOHHEM XOCTUHTe).

B ciyuae mcnonb30BaHMS BHEILIHMX IOYTOBBIX cepBucoB Hampumep [loura Mail,
Aupekc.Iloutra 6e3 apeHabl JgOMeHa HACTpoyKa MexaHusMa OeszomacHoct SPF
MpeyCMOTpeHa YKa3aHHbIMM CepBMCaMM IO YMOJTUaHMIO U He SIBJISIETCST HaCTpauBaeMOi.

1.2 Heobxomumo omnpenenTb CIMCOK paspellieHHbIX CepPBEepOB, KOTOpbIE TOJKHbI
OTIIPaB/ISITh IIOYTY OT MMEHM Ballero aoMeHa (Hampumep, cepBepbl Postfix, Exim,
MMOYTOBbIe I1IUIIO3bI (MIPM HaJIM4YMK), BHEIIHMEe CcepBuUChl paccbliku Ilouta Mail,
Supexc.Iloura).

1.3 Heobxomumo cosgatb SPF-zammce myrem nmo6asinenmss TXT-zammcu B DNS
IlOMeHa.

Hanpumep, SPF-zanuch ISt IMOYTOBOTO cepBepa, paboTaroIIero
Ha [P-agpece 192.168.1.100 BeIISAUT C/IemYIOMIMM 0Opa3oM:

v=spfl ip4:192.168.1.100 -all

B ciayuyae  ucmosb3oBaHMS — BHeEIIHEro  IIOYTOBOIO  CepBMCa,  HaIlpuMep,
Aupexkc.IToursr, SPF-3amich BBIMISAUT CAEIYIOLIMM 00pa3oM:

v=spfl redirect: spf.yandex.net -all

B ciyuae koMOuMHalMM JIOKaJIbHOTO CepBepa M BHeIIHUX cepBucoB SPF-3zamuch
BBIIVISIIUT CAEOYIOIIMM 0OpPa3oM:

v=spfl ip4:192.168.1.100 include: _spf.yandex.net -all

1.4 PacmmdpoBka rmapaMmeTpoB:

v=spfl siByisseTCs Bepcuein, Bcerma mpuHuMaeT 3HadeHme spfl;

a - paspellaeT IIpMUEM IIMCEM C ajipeca, KOTOpbIi yKa3aH B A m\wim AAAA sammcu
IOMeHa OTIpaBUTes;

mx - paspellaeT MPMHMMAThb MMUCbMa C ajpeca, KOTOPbIi yKa3aH B MX 3alucu
IIOMEHa;

all - onpepenser, UTo 6ymeT MPOUCXOIUTD C MUCbMaMM, KOTOpble HE COOTBETCTBYIOT

YCTAaHOBJIEHHOV IIOJIATHKE: - — OTKJIOHATh, ''+'" - mpoIlycKath, '~ — HOTOJHUTE/IbHbIE
IpoBepKy, "'?" — HeMTpaIbHO;
include - paspemaer mNpMHMMATb IIMCbMAa C  CEpPBEpPOB, pa3pelleHHbIX

SPF-sanucsimu momeHa;

ip4 1 ip6 — yTOUHSIOILIME ITapaMeTpPhl AJ1s1 YKa3aHMsI KOHKPETHBIX aIpecoB.

1.5 Ing nobasinenus cosganHoi SPF-3ammcnu 8 DNS nomena Heo6xonumo:

oTKpbITb DNS-MeHenskep (Hampumep, maHesb yIIpaB/ieHUs XOCTMHIOM, Ha KOTOPOM
OCYIIECTBJISIETCS] apeH/ia IoMeHa);

TepeiiTy B 30HY BaIllero IOMeHa;
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106aBuTh HOBYIO TXT-3ammch CoO c/IemyolyMy TapamMmeTpamu:
Nms: @ (mau Balll oMeH, Hampumep, example.ru)
Tum: TXT
3Hauenue: v=spfl ip4:192.168.1.100 -all
COXPaHUTh U3MEHEHMSI.
OtmeuaemM, UuTO Tocje JoOaBjaeHMST 3alMCU HEeOOXOOMMO IMOOOXKIATh A0 24 4yacoB
111 ooHoBsteHuss DNS.
1.6. B ciyuae mcrnosnb3oBaHMS B KaueCTBe OCHOBHOIO IouTtoBoro cepsuca I[loura
Mail nnu dupexc.IToura s HacTporkyu SPF-3amicy Heob6xomammo:
repenTy B pasgen «Jlomenb» — «Mou JOMeHbI»;
HalTM HYKHBIM JTOMEH, Ha)kaTb Ha 3HAUYOK IlleCTepeHKM U BblOpaTh «HacTpoiku
DNS»;
yoammTbh umeronmecsts TXT-sammcn, HaumHatommecst ¢ v=spfl (mmpemBapuUTeIbLHO
CKOIMPOBaB 3HaueHust spf-sammcu, ecam eCcTb HEOOXOAMMOCTb OTIPABJISITH IOUTY TaKKe
" C YKa3aHHBIX B HEMl CEPBEpPOB);
BbIOpaTh «Jlo6aBuTh DNS-3ammch», ganee Bbiopath « TXT» 1 B OTKPBIBIIIEMCST OKHE
Pa3sMeCTUTD CJIeAYIOlIee 3HaYeHMe:
v=spfl redirect=_spf.mail.ru unu v=spfl redirect=_spf.yandex.net COOTBETCTBEHHO

Cospnatb TXT-3anucb - Cospatb TXT-3anuchb -

Xoct mydomain.com Xoct mydomain.com

3HaueHue v=spfl redirect=_spf.mail.ru 3HaueHue v=spfl redirect=_spf.yandex.net

B | O™ctw By OV

Pucynok 1 — Tlosie mo6asnenus SPF-3amcu B DNS

1.7 B ciyuae, eciim uMeeTcs HEOOXOOMMOCTH OTIIPABJSATb IMCbMa He TOJIBKO
c cepBepoB Mail.ru, TO pmomosHMUTESIbHbIE cepBepbl YyKasbiBaioTca B SPF-zamucu
B cjenyromieM gopmare:

v=spfl ip4:IP1 ip4:IP2 ip4:IP53 include:_spf.mail.ru -all

roe IP-1, IP-2, IP-3 — IP-ampeca mJONOJHUTEIbHBIX CEPBEPOB;

COXPaHUThb U3MEHEHMSI C ITIOMOIIbIO KHOIIKYM «Jl06aBUTD»;

MOJOKIaTh, TMOKa u3MeHeHMs B DNS Berymar B cwiy (9TOT Mpoiecc MOXKeT
3aHMMAaTh JI0 72 4acoB).

1.8. st ocyluecTBiaeHUs IIPOBEPKM MpaBwiIbHOCTM pobasienust SPF-sammcnu
HeobXoIMMO:
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3aITyCTUTh TepMMHAJ (KOMAaHIHYIO CTPOKY) OMNEPALMOHHOM CUCTEMBI U IPOBEPUTb,
yto DNS npaBuibHO otnaetr SPF-3anmch myTem BBOga KOMaHIbl, HalIpuMep:

171 oriepalyoHHON cucteMbl Windows

nslookup -type=txt fstec.ru

IJIST OTIEPALIMOHHBIX CHCTeM Ha 6a3e Linux

dig fstec.ru TXT

WTorom npoBepku Ajst momeHa fstec.ru 6ymer:
fstec.ru text =

"w=spfl include:dcl.nicmail.ru include:dc2.nicmail.ru -all”

Pucynok 2 — Hror npoBepku SPF-3anucu

Hns  onnaiH-poBepku  SPF-3ammcu  BO3MOXKHO —~ MCIIO/I30BaTb  CEPBUC
https://mxtoolbox.com/SPF.aspx.

spffstecu
Kareropus Beaywui Peaynerar

spf fetecru Hafigewa 3anucs SPF
spf fstecru Yerapeawnx anedt He Haiinero
spf fetecru
spf fetecru

spf fstecru

spt fstecru

spt fatec.ru Hit PeKypCHBHLIX LtKITOR MpM BICHOUEHMM

spf fstecru [lyBrikanos we Haitaero

spf fstecru Tun PTR He HaiineH

spf fetecru KOMM4&CT=0 MOMCKOR € MyCTOTaMH & NOpAAKE

spf fstecru Konuuecrao sanuceii pecypcos MX & nopnake

spf fstecru Mowek 1o DNS € HyNieBsIM 3HaUSHASM He HaiaeH

Pucynok 3 — IlpoBepka mpaBmwibHOCTM HacTpolku SPF nia momena
C MCIIOJIb30BAaHNEM CepPBUCaA

2. UHcTpyKIus 1o 6a3oBoi HacTpoike GpyHKkinu 6esonacaoct Domain Keys
Indentfied Mail (DKIM)

2.1 ITpeskme uYem OCYILECTB/ISITb HaAcTpouKky IpoBepku DKIM-zamucu pjs
MCIIO/Ib3YEMbIX TOUTOBBIX CEpPBepoB, Heobxomumo omnyosmmkoBath DKIM-3amuch B DNS
(B cytyyae apeHbl JOMeHa Ha CTOPOHHEM XOCTUHTE).

B ciiyuae mcrnonb30BaHMS BHEILIHMX TIOYTOBBIX cepBMcOB Hampumep Iloura Mail,
Supekc.Iloura ©Oe3 apeHabl AOMEHa HAaCTpoyka MexaHusMma OesomacHoct DKIM
IIpeayCMOTpeHa YKa3aHHbIMM CEPBMCAMM IT0 YMOJTUAHMIO M He SIBJISIETCSI HACTPanBaeMOI.

2.2 Ing cosgaumst DKIM-3ammicu Heo6XOmyMO CreHepupoBaTh KIIIOUEBYIO Iapy
DKIM: mnpuBaTHbI ¥ TTYOJUYHBIM KIIOUM OJISI OCYIIECTBJIEHMSI TIOOIMCUA MCXONSILNX
9JIEKTPOHHBIX myceM. IHCTpyMEeHTHI [IJIs TeHepauuy KJIIOUeBOM Iapbl MOI'YT OT/IMYAThCS
B 3aBMCMMOCTM OT MCIIOJIb3yEMOI'O IMOUYTOBOrO cepBepa. [Ipoliecc reHeparyy KiO4eBO
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Tapbl ONMMCAaH B HACTOSIIIEM JTOKYMEHTE JaJiee IO TEKCTY.

2.3 Jlna no6asnenus B DNS HOBoOI 3amycyt He0OXOOMMO:

BOWTMU B TaHesb yipasieHusi DNS;

mo6aBuTh HOByIO TXT-3ammch (mo anajmorum ¢ Hactpoukon SPF-3ammmcu,
MIPUBEOEHHOM B ITYHKTE 1) CO CyIieAyIOmMMy IapaMeTpaMu:

Nwms: selectorl. domainkey.example.ru

Tun: TXT

3uauenne: "v=DKIMI1; k=rsa; p=MIIBIjANBgkqgh..." (BcTaBUTBh IOC/IE «p=»
CreHepUpPOBaHHbIM OTKPBITHIN KJTIOY);

COXPAHUTb M3MEHEHMSI.

OTMeuaeM, UTO IOCJIe IOOABJIeHMST 3alMCYM HeoOXOoAMMO MNOJoXKIaTb Ho0 24 4dacoB
st ooHoBsieHnst DNS.

ITocsie BBIMOJIHEHHON HACTPOMKM HEOOXOOMMO I1€pe3anyCTUTh IOUTOBBIE CEPBIUCHI
1 ocyiecTBUTh mpoBepky DKIM.

2.4 ITpoBeputhb koppeKTHOCTh DKIM-3anucu 8 DNS BO3MOKHO € MCIO/Ib30BaHMEM
TepMMuHaaa (KOMaHAHOM CTPOKM) OIepallMOHHOM CUCTEeMbl ITyTeM BBOAA KOMAaHIbI,
HarpuMep:

IJ1s oriepaloHHON cucteMbl Windows

nslookup -type=txt selectorl. domainkey.example.ru;

IJISI OTIepaliMOHHBIX cucTeM Ha 6ase Linux

dig TXT selectorl. domainkey.example.ru.

B pesynbrare B TepmiuHaie (KOMaHIHOM CTPOKE) OIEpaIiOHHOM CUCTEMbI JOJIKHO
OBITh BbIBEJIEHO 3HaUeHue paHee pasmeleHHon DKIM-3ammcn.

2.5 IIpoBeputs DKIM B oOTmpaB/ieHHbIX IIMCbMaxX BO3MOKHO IIyT€M OTIIPaBKU
MMCbMa Ha JIF0OOM APYroy IOYTOBBIM aapec, a Takke HaJMUMeM CJIeOYIOIIMX 3aIucein
B 3aroJIOBKax IMICbMa:

DKIM-Signature:  v=1; a=rsa-sha256; c=relaxed/simple;  d=example.ru;
s=selectorl;

Kpome Toro, B ciyyae, eciii B 3arojioBKax MpUCYTCTBYeT 3anuchb dkim=pass, 3HaYUT
DKIM pab6oraer.

HOna  onnaH-tipoBepku  DKIM-3anucu  BO3MOXKHO — MCIIOJIb30BaThb  CEPBUC
https://mxtoolbox.com/dkim.aspx.

3. UHCTpYKIMSA 110 6a30BOM HACTPOMKe MexaHu3Ma OesomacHocT Domain-based
Message Authentication, Reporting, and Conformance (DMARC)

3.1 Ilpeskme uYemM OCYLIECTBISAITh HAcTpouky ImpoBepku DMARC-3ammcu ajis
MCIIO/Ib3YEMbBIX TIOUYTOBBIX CepBEPOB, Heobxomumo omyosmkoBatb DMARC-3ammch B DNS
(B cytyyae apeHIbl JOMeHA Ha CTOPOHHEM XOCTUHTE).
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B ciiyuae mcnonb30BaHMS BHEILIHMX TIOYTOBBIX cepBucOB Hampumep Ilouta Mail,
Supekc.Iloura 6e3 apeHabl OOMEHa HacTpoyika MexaHmusma 6Oe3omacHocty DMARC
IIpeIyCMOTpeHa YKa3aHHbIMM CEPBMCAMM IT0 YMOJTUAHMIO M He SIBJISIETCSI HACTPanBaeMOI.

3.2 Heobxomumo yb6emutbest, uro SPF 1 DKIM yske Hactpoensbl, Tak Kak DMARC
IIOJIaraeTCs Ha 3TU MEXaHU3MBI.

3.3 Heo6xomumo cosmate DMARC-3anuce ajia nocienyiomiero nob6asienyus B DNS,
HarpuMep:

v=DMARCI1; p=reject; rua=mailto:dmarc@example.ru; sp=reject; aspf=s; adkim=s;
ri=604800; ruf=mailto:dmarc-failures@example.ru; fo=1

PacumdpoBka mapaMeTpoB:

v - Bepcust mpotokosia DMARC, npunumaet 3Hauenme v=DMARC1 (obs13aTenbHbIN
napameTp);

p — IpaBUJIO A1 JOMeHa. (00si3aTesIbHBIM ITapaMeTp), IPMHMMAET 3HAYeHMSI NOne,
quarantine u reject, rae:

none - He JIeJIae€T HUYEero, KpoMe IOATOTOBKM OTYETOB;

quarantine - mo6assisget micbmo B CITAM;

reject — OTKJIOHSIET MCbMO;

rua=mailto:dmarc@example.ru - agpec 9JeKTPOHHOM IIOYThI HAa KOTOPBIN
IIPUCHIJIATh YBEIOMJIEHNS O Pe3yJibTaTaxX MPOBEPKH;

adkim=s — crporas nmpoBepka DKIM (s = strict, r = relaxed).

aspf=s — crporast mpoBepka SPF.

ri - MHTEpBaJ B CeKyHIaX, OMpeAessioliui KaK 4acTo IOJy4yaTb M arpermpoBaTh
XML-oTueTsI;

ruf=mailto:dmarc-failures@example.ru — Kyma OTIpaBiIsATL OTUYETbI O COOSIX
(OMLMOHAIBHO).

fo=1 — ornpaBnsaTh oTueThl 0 Bcex cbosx (mo SPF u DKIM).

3.4 Ina pob6asienns B DNS HoBo 3anmcy He06X0OMMO:

BOWTMU B IaHesb yipasienusi DNS;

no6aButh HoBylo TXT-zammch (mo aHamorum ¢ Hacrpoykoin SPF-3amucn,
IIPUBEIEHHONM B MyHKTe 1) CO CIenyIonmMu mapaMmeTpamu:

Umsa: dmarc.example.ru

Tun: TXT

3uauenne: 'v=DMARCI1; p=reject; rua=mailto:dmarc@example.ru; sp=reject;
aspf=s,; adkim=s; ri=604800; ruf=mailto:dmarc-failures@example.ru; fo=1".

COXPAHUTb M3MEHEHMSI.

OTMeuaeM, UTO IOCJIe IOOABJIeHMST 3allMCYM HeoOXOooMMO MNOJoXKIaTb Ho 24 4dacoB
nyst ooHoBsieHust DNS.

3.5 Tlocsie BBIMTOJIHEHHOV HACTPOMKM HEOOXOOMMO IepesamyCTUTh ITOUTOBbBIE
cepBUChI U ocyllecTBUTh TpoBepky DMARC.

[IpoBeputh koppekTHOCTb DMARC-3amucu B DNS BO3MOXXHO C MCIIOSIb30BaHMEM
TepMMuHaaa (KOMaHAHOM CTPOKM) OIEpalMOHHON CUCTEMbI ITyTeM BBOAA KOMAaH/bI,



HarpyuMep:

IJ1s1 orepauyoHHoM cuctembl Windows

nslookup -type=txt _dmarc.example.ru

IJIST OTIEPALIMOHHBIX CHCTEeM Ha 6a3e Linux

dig TXT _dmarc.example.ru

OskupmaemMbllt pe3y/bTaT BbIBOAA TepMMHasa (KOMaHIHOM CTPOKM):

_dmarc.example.ru  "v=DMARCI1; p=reject; rua=mailto:dmarc@example.ru;
sp=reject; aspf=s; adkim=s; ri=604800; ruf=mailto:dmarc-failures@example.ru; fo=1"

HOnsa ownnauH-npoBepku DMARC-3amiucu  BO3MOXHO — MCIOJIb30BaTh  CEPBUC
https://mxtoolbox.com/DMARC.aspx.

Mo4ToBbLIN cCEpBEP

micTstec.ru

Mpedp Vs xocTa 1P - anpec
5 mx02 nicmail.ru 91.189.116.13 60 n
10 mx01.nicmail.ru 91.189.116.13 60 mun
20 mx03 nicmail.ru 91.189.116.16 60 ik
damarcfstec.ru

Kateropun Benywwi

dmarc fstecu Boe erewue Qomens: & Balwei sanvcn DMARC aaior paspewsenme Ha ompasky un oreTos DMARC
dmarc fotecru Hecronso aanwceit DMARC nenpasnensi 2o oawoit aanvicu

dmarc fetecru BRnioueHa NONUTYKA KapaKTuHa / oTknokenya DMARC

Pucynok 4 — IIpoBepka npaBuibHOCTM HacTporiku DMARC s nomeHa
C MCIIOJIb30BAaHNEM CepPBUCA

3.6 Takske HeoOxomumo peaysmszoBaTb MOHUTOPMHT DMARC-0TuUeTOB, KOTOpbIE
HAYHYT IPUXOIUTDb Ha YKazaHHble email-aapeca (rua= u ruf=).

OTtueTnl 6BIBAIOT IBYX TUIIOB:

ArperupoBaHHble (rua=) — cratuctuka nmpoxoxkaenuss SPF/DKIM.

Oruetsl 0 c60sxX (ruf=) — mucbMa, KOTOpbIE He MPOIIIM ITPOBEPKY.

O6bIyHO OoTueThl MpuxonaT B XML-dpopmaTe, X MOXXHO aHa/JIM3MPOBaTh BPYUHYIO
unu ¢ nomoiibio ceprcoB DMARC Analyzer, Postmark DMARC.
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4. Hacrpoika mexanusmoB 6e3onacHoctu SPF, DKIM, DMARK a1 mouroBoro
cepBepa, CO3TAHHOIO C MCII0/Ib30BaHMEM IIPOrPaMMHOI0 00eCIIeYeHMSs C OTKPbIThIM
UCXoTHBIM KogoM Postfix

Hactpoitka mexaausma SPF
4.1 Ona nposepku SPF-3amucu gna Bxopsiein moutbl B Postfix pekomenmyetcst
ucnosb3oBath Postfix Policyd-SPF.
Hns ycranoBku Postfix Policyd-SPF Heo6xoaumMo BbITIOTHUTD CJIeYIOIMe KOMaHIbI
B TepMmuHajge (KOMaHIHOM CTpPOKE) OIMepalyMoOHHOM CUCTeMbl (fajsiee IO TeKCTYy
BCe KOMAaHAbl aHAJOTMYHO BBIMIOJHSIOTCS B TepMMHaae (KOMAHOHOM CTPOKeE)
OIepaIMOHHOM CUCTEMBI):
Inst Debian (Ubuntu, Astra Linux):
sudo apt update
sudo apt install postfix-policyd-spf-python
HOna CentOS (RHEL):
sudo yum install epel-release
sudo yum install postfix-policyd-spf-python
4.2 Tlocsie  yCTaHOBKM HEOOXOOMMO OCYILIECTBUTb CJEAYIOIIYI0 HACTPOMKY
KoHurypaiyn Postfix:
OTKPbITb ~ KOHburypainmoHHbii  ¢amn  Postfix  komaHmon  sudo  nano
/etc/postfix/main.cf;
no6aBUTh B KOHeI] ¢aityia CTPOKY:
policy-spf time_limit = 3600;
COXPaHUTb M3MEHEHMST IMyTeM HaskaTtust couetanust kiaasuiil Ctrl+0O;
3aKpbITh PeIaKTOp MyTeM HaskaTus codetanus kiaBuii Ctrl+X;
OTKPBITH (pai /etc/postfix/master.cf komangou sudo nano /etc/postfix/master.cf;
n06aBUTH B KOHEI] CIeAYIONIYI0 KOMaHIYy:
policyd-spf unix - n n - 0 spawn
user=policyd-spf argv=/usr/bin/policyd-spf
4.3 JIns Toro, yTo6bI BKIOUUTH MpoBepKy SPF-3ammcyu Heo6GxomyMMoO OCYIIECTBUTD
CJIeIYIONIYIO HACTPOUKY KoHpurypauyumu Postfix:
OTKPBITH (paii /etc/postfix/main.cf komanmon sudo nano /etc/postfix/main.cf;
HauT CTpoKy smtpd recipient restrictions u nmo6aButb check policy service
unix:private/policyd-spf nepen permit cienymoimmm o6pa3om:
smtpd_recipient_restrictions =
reject_unauth_destination,
check_policy service unix:private/policyd-spf,
permit
COXPaHUTb U3MeHeHUsT myTeM Haskatusi couetanusi kiaasuii Ctrl+0O;
3aKpbITh PeIaKTOp MyTeM HaskaTus codetanus kiasuiil Ctrl+X;
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nepesanyctuTb cepBuc Postfix mocsme BHeceHmus] M3MEHEHMM ¥ TIPUMEHUTb UX
KOMaHAoM sudo systemctl restart postfix unu sudo service postfix restart.

4.4 Ins mpoBepku HacTpouku SPF-3ammcu Heob6xoaMo:

OTIIPaBUTh TECTOBOE IMMCHMO C JIIOOOr0 ITOYTOBOIO afpeca Ha Bail ceppep Postfix;

MIPOBEPUTH 3aT0JIOBKM KOMaHoi sudo tail -f /var/log/mail.log.

B cayuae, ecoim SPF HacTpoeH mnpaBmwiIbHO, TO B JIOrax IIOSBUTCS 3amllCh
SPF check: pass. B cinyuae, ecsim nucbMo He mpoxomuT mpoBepky SPF, To B Jjorax
nosiBuTCs 3armuchk SPF check: fail.

Hactpoitka mexaunsma DKIM
4.5 IIna nactpoiiku DKIM B Postfix Heob6xomumo ycraHoButh maker OpenDKIM
ITyTEM BbITIOJTHEHMST KOMaH/I:
s Debian (Ubuntu, Astra Linux):
sudo apt update
sudo apt install opendkim opendkim-tools -y
s CentOS (RHEL):
sudo yum install epel-release -y;
sudo yum install opendkim opendkim-tools -y.
4.6 [Tocne yCTaHOBKM HEOOXOOMMO OCYIIECTBUTb CJIEAVIONIYIO HACTPOMKY
OpenDKIM:
co3marhb AupeKTopun aist xpaHneHus kiatoueir DKIM komangamu:
sudo mkdir -p /etc/opendkim/keys
sudo chown -R opendkim:opendkim /etc/opendkim
sudo chmod -R 700 /etc/opendkim/keys
co3maTh IIOATIANIKY [JIs Ballero mgoMeHa (B IIpMMepe 3aMeHUTh example.ru
Ha Balll peasibHbI IOMEH):
sudo mkdir -p /etc/opendkim/keys/example.ru
creHepupoBatb DKIM-kitoun KoMaHI0i1:
sudo opendkim-genkey -b 2048 -d example.com -D /etc/opendkim/keys/example.com
-s selectorl -v
PacimgpoBKka napamMeTpoB:
-b 2048 — nnuna kiatoua (pekomeHayetcs 2048 6ur);
-d example.ru — BaIll JOMEH;
-D /etc/opendkim/keys/example.ru — mamnka st KJIO4ei;
-s selector]l — cesiekTop (MOXKHO 3a/1aTh IPYyTrOe MUMSI);
-V — BKJIIOUEHME peskuMa OTJIaIKMN.
ITocse BbINMOSTHEHMSI KOMaH/IbI IOSIBATCS ABa daiia:
selectorl.private — 3aKpbITBIN KJIIOU (MCIIOJIb3YETCS HA CEPBEPE);
selectorl.txt — my6amuHbIi Kiatou (aist DNS).
4.7 Heo6xomumMo OTKPBITh OCHOBHOM KOHGUTypalMoHHbI (aiin /etc/opendkim.conf
KOMaH/IOM:
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sudo nano /etc/opendkim.conf;
Hob6aBuTh WM 3aMeHUTb B ¢anjae CTPOKM CJIeAyIonmM oOpasom (B HpuMepe
IUPEKTOPUM U TTOPTHI 3aMEHNUTD HAa peasibHble TaHHbIE TIOYTOBOI'O CEPBEPA):

AutoRestart Yes

AutoRestartRate 10/1h

Syslog Yes

LogWhy Yes

Canonicalization relaxed/simple

Mode Y

SignatureAlgorithm  rsa-sha256

KeyTable /etc/opendkim/keytable
SigningTable /etc/opendkim/signingtable
TrustedHosts /etc/opendkim/trustedhosts
Socket inet:8891@Ilocalhost

4.8 HeobxomuMo HacTpouTh Tabymibl kimoderr DKIM 1myTem  BBIOJTHEHMS
CTIEeOYIOIINX TEeICTBUIA.
Cosparb ¢ain KeyTable komanmoir:
sudo nano /etc/opendkim/keytable;
I00aBUTh B OTKPBITHIN (aijl CTPOKY M COXPAHUTh:
selectorl. domainkey.example.ru
example.ru:selectorl:/etc/opendkim/keys/example.com/selectorl.private
['me:
selectorl. domainkey.example.ru — DKIM-cenekrop.
example.ru — Balll JOMeH.
selectorl.private — myTb K 3aKpbITOMY KJIIOUY.
4.9 Ocy1miecTBUTb HACTPOMKY TAOJMIIBI MOAMVCHIBAEMbBIX JTOMEHOB ITYTEM CO3HAHMSI
danna SigningTable komanmO:
sudo nano /etc/opendkim/signingtable;
" nobaB/IeHNEM B CO3IaHHbIN Gailyl CTPOKMA:
*@example.ru selectorl. _domainkey.example.ru;
B rakom ciryuae Bce mucbMa ¢ JoMeHa example.ru OyayT IOAIIMCAHbI CEJIEKTOPOM
selectorl.
4.10 Ocy1iiecTBUTb HACTPOMKY ITOBEPEHHBIX XOCTOB MyTeM co3maHus daia
TrustedHosts komaugoi:
sudo nano /etc/opendkim/trustedhosts;

W nobGaBiieHneM CTPOK, COIepsKallyX aJpeca JOBepPeHHbIX XOCTOB, HAallpMUMep:
127.0.0.1

localhost

example.ru

B ciyuae, ecsm cepBep MCIIONb3yeT BHYTPEHHIOI CETh, HEOOXOOMMO AOOABUTH
nuanas3oH [P-agpecos cienyoommym o6pa3om:
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192.168.1.0/24.

4.11 PeammzoBarb HacTpouky Postfix mias paborer ¢ OpenDKIM cnemyrommym
ob6pasom:

OTKpBITh (ai /etc/postfix/main.cf komanmo:

sudo nano /etc/postfix/main.cf;

n06aBUTb B KOHEI CTPOKM (B TpuUMepe TOPTbl 3aMEHUTb Ha peasibHble JaHHbIe
TIOYTOBOTO CepBepa):

# INodknrouenue OpenDKIM

milter _protocol = 6

milter _default action = accept

smtpd_milters = inet:localhost:8891

non_smtpd_milters = inet:localhost:8891.

ITocne Heo6xommumo mepesanycTuTh Postfix komanmon:

sudo systemctl restart postfix;

4.12 Heobxomumo mo6aButh DKIM-3ammucu B DNS 1y 9TOro OTKpbITh CO3IaHHbIN
paHee ¢aitrt selectorl.txt KomaHmOM:

cat /etc/opendkim/keys/example.com/selectorl.txt

B ¢aitne 6ymer crpoka Buaa:

selectorl. _domainkey IN TXT ( "v=DKIM]1; k=rsa; p= MIIBIjANBgkqgh..." );

CKOIIMPOBATh 3HaueHMue MybamuHoro kimoua p=MIIBIJANBgkqh... nna mobaBiaeHust
ero 3HaueHust B DNS -3amuch (CMOTpeTh ITyHKT 2.3).

4.13 [locne po6asnenusi DNS-zamucu Heobxomumo repesanyctutb OpenDKIM
CIeOYIONIMMIM KOMaHIaMM:

sudo systemctl restart opendkim wnu sudo systemctl enable opendkim;

4.14 IIposepka padorbl OpenDKIM ocyiiiecTB/sieTcs KOMaHIOM:

sudo systemctl status opendkim

B cnyyae, eciu B BbIBOAEe TepMuHa/ia (KOMaHIHOM CTPOKM) TMOSBMJIACh CTpPOKa
"Active: active (running)", 3HaUUT cepBUC paboTaer.

Jl1s1 TIpoBepKa CTyIIAIONIEro MopTa HeOOXOAVMO BBITTOTHUTD KOMaHIY:

netstat -an | grep 8891

OskupaeMbIlt BbIBOA, TepMMUHaAJIA (KOMaHIHOM CTPOKM):

tcp 0 0127.0.0.1:8891 0.0.0.0:* LISTEN

Hacrpoiika mexaansma DMARC

4.15 Iepen nactpoikoin DMARC B Postfix Heobxomumo yb6emutbes, uto SPF,
DKIM 1 DMARC 3amncu pasmeiiienbl B DNS (pasgenbr 1-3).

4.16 Ina ocywectiaennst HacTponku DMARC B Postfix Heo6XonyMMo yCTaHOBUTD
OpenDMARC xomangamu:

nJist Debian (Ubuntu, Astra Linux):

apt update && apt install opendmarc

s CentOS (RHEL):
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yum install epel-release

yum install opendmarc

Hnst Hactpoiiku OpenDMARC Heo6xoayMMo OCYIIeCTBUTh CJIEIYIONTYI0 HACTPOMKY
KOH(UTYypalyn:

OTKpbITh KoHGUrypaimonHsiin ¢hait OpenDMARC komaHmoir:

nano /etc/opendmarc.conf;

HAaCTPOUTHL CJiedyrollue IapamMeTpbl (B mpumepe aupektopum, IP-ampec u mopr
3aMEHUTDb Ha peasibHble JaHHbIE TIOUTOBOTO CEpPBEpa):

AuthservID mail.example.ru

PidFile /var/run/opendmarc.pid

UMask 0002

RejectFailures false

Syslog true

TrustedAuthservIDs mail.example.com

IgnoreAuthenticatedClients true

SPFIgnoreResults false

Socket inet:8893@127.0.0.1;

COXpaHUTb  M3MeHeHMs IyTeM  Haxkatus  coueranus  kimasuin  Ctrl+O
" 3aKPbITh PeIAaKTOP MyTeM HaxkaTusi couetanust Kiasuii Ctrl+X;

4.17 Ina wHactpoukun OpenDMARC B Postfix Heo6xogMmo oOCYIIIEeCTBUTD
CJIeOYIONTYIO HACTPOMKY KOHMUTYypaluu:

OTKPbITh KOHUrypaimio Postfix komanmoin:

nano /etc/postfix/main.cf;

no6aButh nogaepskky DMARC crpokamu (B mpumepe [P-agpeca 1 mopThl 3aMeHUTh
Ha peaibHble JaHHbIE TIOUTOBOT'O CEpBepa):

smtpd_milters = inet:127.0.0.1:8893

non_smtpd_milters = inet:127.0.0.1:8893

milter_default_action = accept;

nepesanyctuth Postfix 1 OpenDMARC komangamu:

systemctl restart opendmarc

systemctl restart postfix.

OcyiectBuUTh MpoBepKy paborocrnocobHoct DMARC myTeM OTIpaBKM TeCTOBOTO
MMCbMa C MCIIO/JIb30BaHMEM IMOUTOBOTO CepBepa M MPOCMOTpPa 3aroioBKOB mucbma (View
Message Headers). B cnayuae, eciu crpoka Authentication-Results: dmarc=pass
header.from=example.ru comeps>kut «pass», sHaunt DMARC paboTaer.
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5. Hacrpoiika mexauusmoB 6e3onacuoctv SPF, DKIM, DMARK a5 mouroBoro
cepBepa Microsoft Exchange Server

Hactpoika mexauusma SPF

5.1 Hacrpoiika mpoBepku SPF-zamucu B Microsoft Exchange Server tpeGyer
IOIIOJTHUTEIbHOM HaCTPOMKMU, TaK Kak JIOKAQJIbHBIN Exchange Server
He nogaeps>kuBaeT rpoBepky SPF-3ammcu. [ peanusanyu npoBepku SPF pekomenmyercst
MCIO/Ib30BaTh OIMH M3 MOAXOMOB: HacTpouKy «Transport Rules» (Exchange Mail Flow
Rules) unu ucnosnbzoBaHmue CTOpOHHUX areHToB (Hampumep, Exchange Antispam Agents,
SpamAssassin, PFSense).

5.2 Hacrpoiika npoBepku SPF ¢ nomoribio «Transport Rules» B Exchange Server

st HacTpoiky ripoBepku SPF-3amcnu Heobxomnmmo:

oTKpbiTb Exchange Admin Center (EAC) B 6paysepe (mis Exchange 2016/2019:
https://your-exchange-server/ecp, njst Exchange 2013: https://your-exchange-server/ecp);

aBTOPM30BaThCS O[], YYETHOM 3aMnChio aagMuHucTpatopa Exchange;

nepeity B pasmen «Mail Flow», nanee B «Rules»;

OCYIIECTBUTh CO3JaHMe HOBOTO IMpaBua IyTeM Hakatusi Ha «+» (Cosmarhb
npaBuiio / Create a new rule);

B nosie «Name» (Mms) ykaszatb SPF Check;

B pasmene «Apply this rule if...» (IIpymeHsTp mnpaBuIO, ecin...) BbIOpATh
«A message header...» (3arosioBok cooOIIeHNMsI) pHajiee BbiOpaTh «includes any
of these words» (comepsKUT CJIOBA);

B nosie «Enter text» (BBenuTe TekcT) ykasaTb:

Header name: Received-SPF

Header includes: Fail;

OIpene/nTb NEMCTBUS IJIS yKasaHHOrO IpaBmia B pasmene «Do the following...»
(HevicTBUE) OJI5T 9TOrO HEOOXOAMMO BbIOPATh OJHO U3 CAEOYIOIINX IeCTBIIA:

OTKJIOHUTB coobiieHne - «Reject the message with the explanation» (OTKIOHUTH
coob11ieHe ¢ 00bsicCHeHNEM) U BBeCcTH TekcT, HarpuMmep: « SPF check failed. Unauthorized
sender.»;

MoMeTUTh coobiieHne B Teme - «Prepend the subject with...» (lo6aBuThb
B Hauasio TeMmbl) 1 BBecTu TekCT: «[ SPF FAIL]»;

repeMecTUThb B Manky crnama - «Set the message header to this value» (YcraHOBUTB
3aroJIOBOK COOOIIeHnsT) U yKasaTh «X-Spam-Flag» manee - «YES»;

COXpaHUTb M3MeHeHMsT HaxkaTtneM «Save» (CoXpaHUTD).

5.3 111 mpoBepKyM KOPPEKTHOCTH HaCTpolky nposepku SPF Heobxomumo:

OTIIpaBUThb TeCTOBOe TMMUCbMO C [JIOMeHa, He MMeIOlllero KOppPeKTHOM
SPF-zanucuy;

OTKpbITh NcbMO B Outlook 1 mocMoTpeThb 3arosoBKu;

B CJIydae, ecJiM IIpaBMjIo cpaboTrasio, TO B 3arojioBKax oymer cTpoka Received-SPF:
Fail (domain.com: unauthorized sender);
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B CJTy4dae, ecyiu BeiOpaHa omius Reject, miucbmo He IOMIET;

B Cjlyuae, ecyin BbiopaHa omuus Prepend subject, mucemo O6ymet ¢ nmometkou [SPF
FAIL].

5.4 Hacrpoiika nposepku SPF uepes Antispam Agent (Exchange Edge Transport).

5.5. B cnyuae, ecsin Bami Exchange Server Beimosnster posb Edge Transport, To
pPEKOMEH/IYeTCsI BKJTIOUMTh BCTpOeHHbIe Antispam Agents. 111 3TOoro Heo6XoAMMO:

OTKPBITb KOMaHAHYIO OOOJIOUKY sI3bika ciieHapueB PowerShell ¥ BbImOMHUTH
KOMaH/Ty:

& $env:ExchangelnstallPath Scripts \nstall-AntispamAgents.ps1;

nepesanyctTutTb  Exchange  Transport Service komaHmounn  Restart-Service
MSExchangeTransport.

5.6 [lyia HacTpoJika mapameTpoB mpoBepKyu SPF-3amicu Heo6XoauMo:

BK/IIOUNTh TIpoBepky SPF komanmoit Set-SenderIDConfig -Enabled $true;

yKa3aTb OMHO U3 AeNCTBUM Ipu oIiinoke rmpoBepku SPF:

s Reject (orknonuts) Set-SenderIDConfig -SpoofedDomainAction Reject,;

s momeTtku 3arosioBka Set-SenderIDConfig -SpoofedDomainAction StampStatus.

5.7 J1;isg mpoBepKyM KOPPEKTHOCTYU HAaCTpolKy nmpoBepku SPF Heobxomumo:

OTIIPpaBUTb TECTOBOE TMCbMO C [JIOMEeHa, He MMeIOIIero KOPPeKTHOM
SPF-zanucuy;

npoBepuTh 3aroyioBku Received-SPF B Outlook (aHa/JIOrMYHO MYHKTY 5.3).

Hacrpoitka mexaunsma DKIM

5.8 Exchange Server (nmokanbubiit, 2016/2019) TpebGyeT yCTaHOBKM CTOPOHHErO
DKIM-areHnrTa.

5.9 Pekomenpgyetcst ucmosib3oBath «Exchange DKIM Signer» - 6GecriaTHbIi open-
source MOAY/Ib JIJist TIOAIIMChIBAHMS TICEM.

YcranoBka DKIM-areHTa ocyliiecTBsieTcs CaeqyIOmmM 06pa3om:

5.10 Heobxomumo 3arpy3uUThb «Exchange DKIM Signer»
(https://github.com/Pro/dkim-exchange), pacraxkoBaTb CKaYaHHBI apxuB
n sanyctuth ExchangeDkimSigner.Setup.exe, cjenoBaTb MHCTPYKILMSIM MacTepa
YCTaHOBK.

5.11 [na renepanynu DKIM-kaoueit HeO6XOAMMO:

oTKpbITh «Exchange DKIM Signer Config Tool»;

nepentu B C:\Program Files\Exchange DkimSigner;

sanyctuth «Configuration.DkimSigner.exe»;

no6aBuUTh moMeH IyTem Haxkatusi «Add domain» ¥ BBeCcTM MMSI Balllero JOMeHa
(example.ru);

CreHepMpoBaTh TMpPUBaTHbIM KIOU myTeM Haxkatus «Generate new key»
(pexomeHpyeTcs BbiOMpaTh 2048-bit);

coxpaunth TmpuBaTHbIM Kmou B C:\Program Files\Exchange DkimSigner\Keys\
example.com.pem;
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CKOIMpPOBaTh NyoymuHbIM Kiaou B pasgene «Public Key DNS Record»
nyis1 no6assieHnst ero sHaueHust B DNS -3amnich (cMoTpeTh MyHKT 2.3).

5.12 Ina sxmouenuss DKIM B Exchange Server neo6xomumo B pasgene «DKIM
Signer Config Tool» BbiOpath «Enable DKIM». Ilocste 3TOro Heo6xoamMmMo Iepe3anyCTUTb
cayx6y Exchange Transport komaHmoi1:

Restart-Service MSExchangeTransport

5.13 Ina mpoBepku KoppeKTHOoCcTH HacTtpoiiku DKIM Heobxomumo OTIpaBUTh
TEeCTOBOE IMMCbMO C WCIOJIb30BaHMEM IIOUYTOBOIO CepBepa U IIPOBEPUTH 3aroJIOBKU
coobiiennst (Message Headers). Paborocrnoco6Hocts DKIM mnoaTBepskpaeTcst B ciiyuae
HaXOXXAEHUST B HUX CTPOKMU:

DKIM-Signature: v=1; a=rsa-sha256,; d=example.ru

Hacrpoitka mexannsma DMARC

5.14 Tlepen nactpoikoit DMARC B Exchange Server HeoOGXoauMoO yOeaMUTbCS, UTO
SPF, DKIM 1 DMARC 3anucu pasmeitiensl B DNS (pasngesnst 1-3).

5.15 Inma  wactpoyiku mpoBepku DMARC  HeoGXomMMO  aBTOPM30BAThHCS
B KOHCoM aamuHucTpaTopa Exchange n otkpbiTh pasmen «Mail Flow» (IToTok mouTsr).

5.16 Ilepeirtu B pasmen «Rules» (IIpaBuia) 1 co3matb HOBOE ITPaBUIIO.

5.17 BBectu wumsa mpaBwia, Hampumep, «DMARC Verification» (IIpoBepka
DMARUC).

5.18 B pasgmene «Apply this rule if...» (IIpumeHuTb 35TO mpaBUIO, €C/MN...)
HeoOxomumo BbIOpaTh yciaoBue «The sender is located...» (OtmpaBuTe/ib HAXOOUTCS...) U
BBIOpATh Balll JOMEH.

5.19 B paspene «Do the following...» (BbIIOJHUTD ciieAyiolliee...) HeO6XOmUMO
BbIOpaTh AelicTBue «Prepend the subject of the message with text...» ([lobaBuTbh B Hauayio
TeMbl cooOIIeHns TekcT...) 1 BBecT «DMARC Failed» (DMARC He mpoiigeH:).

5.20 ITocne HeobxommmMo BbiOpaTh «More options» ([lOMOTHUTE/IbHBIE TTapaMeTPhI)
M YyCTaHOBUTH Giaxkok «Stop processing more rules» (OcTaHOBUTH 0O6PaOOTKY IPYTUX
TIpaBuI).

5.21 [Ins mpuMeHeHMs MpaBWI HEOOXOAMMO HaskaTh Ha KHOIIKY COXpaHeHus «Save»
(CoxpaHuTb).
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6. Hacrpoitka mexauusmoB 0e3onacHoctu SPF, DKIM, DMARK a1 mouToBoro
cepBepa, CO3TAHHOIO C MCII0/Ib30BaHMEM IIPOrPaMMHOI0 00eCIIeYeHMSs C OTKPbIThIM
MCXOTHBIM KomoM Exim

Hactpoitka mexaausma SPF

6.1 Exim mnonnmepxuBaeT mpoBepKy SPF-samucu ¢ momoiupio momynst spf uman
BHellIHel 6uboTekn exim-spf.

6.2 B cinyuae ucrnosib3oBaHusi BcTpoeHHou noaaepkku SPF B Exim Heob6xommumo,
yTo6b1 Exim 6611 ckommmupoBaH ¢ nogaepskkon SPF (WITH _SPFCHECK=YES).

6.3 [lng Toro, 4Tob6BI IpoBepuThb, uyTo Exim mnopgmepskuBaer SPF Heobxomymo
BBITIOJIHUTh CJIEOYIOIIMEe KOMaHIbl B TepMMHasie (KOMaHIHOM CTPOKEe) OIepalyiOHHON
cucteMbl Ha 0Oase Linux (masee IO TeKCTy BCe KOMAaHAbl aHAJIOTMYHO BBIMTOIHSIOTCS
B TepMMHaJIe (KOMaHIHOM CTPOKE) OIepallMOHHOM CUCTEMBI):

exim -bV | grep SPF

Eciu mocse BbINOMHEHMSI YKa3aHHOM KOMAaHIbI BBIBOOUTCSI COOOIIeHMe «Support
for: SPF», smaunt SPF nommepskuBaercsi. B ciyuae, ecsim B BBIBOZE HET YKa3aHHOM
CTPOKM, TO HEOOXOAMMO IePeiT K IYyHKTY 6.5.

6.4 Takske peKOMEHIYeTCSI OCYIIECTBUTb CJIEAYIOIIYIO HACTPOMKY KOH(UTyparmu
IIOUYTOBOTO CepBepa:

OTKpBITh ai /etc/exim/exim.conf B 11060M TEKCTOBOM pelaKkTOpe, HallpuMep:

nano /etc/exim/exim.conf;

HauTu pasgen acl check rcpt, oTBevaroluii 3a OOpabOTKY BXOMSIIENA TITOUTbI
" 10OaBUTH B HETO CJIeAYIOIe CTPOKM AJjist mpoBepku SPF:

deny

spf = fail

message = Baw  noumoswiti  cepgep  He  npouwen  SPF-nposepky
($sender_host_address ne paspewen ona $sender _address_domain);

TaKyKe PEKOMEHIYeTCsT OIOJTHUTEIbHO HACTPOUTh IpoBepKy SoftFail mobasiennem
CTPOK:

warn

spf = softfail

message = Ilpedynpexcdenue: Tomen $sender address _domain macmpoen ¢ SPF
SoftFail;

najiee HEOOXOIMMO COXPaHUTh (pais ITyTeM HaykaTusl COUeTaHMs KJIaBUILl COXPAHUTh
M3MeHeHMs ImyTeM Haxkatusi coueraHusi kiaBuil Ctrl+O u 3aKpbITh pemakToOp MyTEM
HaykaTus couetanus kinasuin Ctrl+X;

nepesanyctuTb Exim komaHmoun systemctl restart exim.

6.5 Ins  ycTaHOBKM M HACTpOMKM momyias exim-spf (BHemrHsst 6GuOGIMOTEKA)
HeobXoIMMO:

MIPOM3BECTH YCTAHOBKY OMOIMoTeKN exim-spf komaH1oi1:

s Debian (Ubuntu, Astra Linux):
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apt install exim4-daemon-heavy libspf2-2;

CentOS (RHEL):

yum install exim exim-spf.

6.6 Ilocse ycTaHOBKM HEOOXOOMMO ITPOBepUTh Noaaepskky SPF komaHmoi:

exim -bV | grep SPF;

B CJlyyae, eyiM B BbIBoZe ecTb 3amuch «Support for SPF», To Bce ycraHOBjE€HO
MIPaBUIbHO.

Takske peKOMeHIyeTCs CJIENYIOIIYIO HACTPOMKY KOHGUTrypaluy IIOYTOBOrO cepBepa:

OTKpPbITb KOHGUTrypalyoHHbIM ¢ana Exim B JI0OOM TEKCTOBOM pemaKkTope,
HaIpuMep KOMaHOOoM: nano /etc/exim/exim.conf;

B pasgeiie acl_check rcpt mo6aBUTH CIeayIOIINME CTPOKM:

deny

spf = fail

message = Omnpasumens $sender _address _domain ne npowen SPF nposepky.

majiee HEOOXOIVMO COXPAHUTD (PaiyT ITyTeM HayKaTusl COUETaHMS KJIaBUILI COXPAHUTh
M3MeHeHUsT IMyTeM Haskatusi coueraHus kiaBuil Ctrl+O u 3aKkpbITh pemakTop ITyTeM
HaxkaTtust couetanus kiaapui Ctrl+X;

nepesanyctTuTb Exim komaHmot systemctl restart exim.

Il1st mpoBepka KoppeKTHOCTH MpoBepku SPF Heobxommmo:

OTIIPaBUThb TECTOBOE MICHMO C IIOUYTOBOrO CcepBepa, He umeloIero koppekrHon SPF-
3aInCH;

OTKPBITb 3arOJIOBKM MMChbMa B MOUTOBOM KJIMEHTE M HAWTU CTPOKY, Hampumep, X-
SPF-Check: SPF Fail (192.168.1.100).

B ciyuae, eciu mMcbMO OTKJIOHEHO, B jiorax Exim OyzaeT cTpoka:

Rejected: SPF check failed for sender@example.ru.

B ciyuae, ecim SPF HacTpoeH mpaBuiIbHO, JOJKEH ObITh OTBET BUJIA:

v=spfl ip4:192.168.1.1 -all.

Hacrpoitka mexaunsma DKIM

6.7 HeobxomumMo yCTAaHOBUTb HYKHbIe TakKeTbl U ybemutbcs, uYTo Exim
nopaepxkuBaer DKIM.  OcyiiectBUTh  YCTAHOBKY  (OOHOBJIEHME)  HEOOXOAMMO
CIeAYIOIIMMM KOMaHIaMMu:

s Debian (Ubuntu, Astra Linux):

apt update && apt install exim4;

s CentOS (RHEL):

yum install exim.

6.8 IlpoBeputs nmopaepskky DKIM Heo6xomumo KOMaHIOM:

exim -bV | grep -i dkim

B cnyyae, eci B BbIBOOE TepMMHasga (KOMaHOHOM CTPOKM) ecThb «Support for
DKIMp», 3naunt Exim nognepskusaet DKIM.

6.9 IIna cosganmss DKIM-kiroueit Heo6xoaumo:
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co3faTh KaTaJlor [Jis1 XpaHeHus] KIodeld U YCTaHOBUTb €My IIpaBa JJOCTyIia
KOMaHIaMMI:

mkdir -p /etc/exim4/dkim

chown -R Debian-exim:Debian-exim /etc/exim4/dkim

chmod 700 /etc/exim4/dkim;

CreHepMpoBaTh KJIIOUEBYIO TTapy KOMaHAaAMM:

openssl genpkey -algorithm RSA -out /etc/exim4/dkim/private.key -pkeyopt
rsa_keygen_ bits:2048

openssl rsa -in /etc/exim4/dkim/private.key -pubout -out /etc/exim4/dkim/public.key

" BBICTaBUTb HEOOXOMMbIE ITpaBusia ITyTeM BBOZAA CJIEMYIOIINX KOMaH/I;

chown Debian-exim:Debian-exim /etc/exim4/dkim/*

chmod 600 Jetc/exim4/dkim/*;

CKOIMPOBATh 3HaueHMe WyOJMYHOrO Kiaoua u3 Jetc/exim4/dkim/public.key pnst
no6asiyieHnst ero sHaueHust B DNS -3amnch (cMoTpeTh TyHKT 2.3).

6.10 [Ina HacTpOMKM TOAMMCHIBAHUSI 3JEKTPOHHBIX TMuceM cepBepoM Exim
HeobXOoIMMO:

OTKPbITh KOHGUTYpaIMOHHbIN daiur Exim komaHmon:

nano /etc/exim4/exim4.conf.template;

no6aButb B cekumio MAIN CONFIGURATION cnenyioiiye  CTpOKMU
(B mpMMepe 3aMeHNUTh example.ru Ha Balll peasIbHbI TOMEH):

DKIM_DOMALIN = example.ru

DKIM_SELECTOR = default

DKIM_PRIVATE _KEY = /etc/exim4/dkim/private.key

DKIM_CANON = relaxed

DKIM_STRICT = false

COXPaHUTb M3MeHeHUsI ITyTeM HaxkaTtusi couetanus kiaauiil Ctrl+0O;

3aKpbITh pPeIaKTOp MyTeM HaskaTus codetanus kiasuiil Ctrl+X;

nepesanycTuTb Exim koMaHgamu:

update-exim4.conf

systemctl restart exim4.

6.11 Onga mnposepku DKIM HeobxomumMo  OTIpaBUTb TECTOBOE  IMMUCbMO
C MCIOJIb30BaHMEM IIOUTOBOTO CepBepa M MPOBEpUTb 3arojioBKu coobiieHus (Message
Headers). Pabotocrnoco6Hocts DKIM mnoaTBepskpaeTcss B ciydyae HaXOXAEHUSI B HUX
CTPOKMU:

DKIM-Signature: v=1; a=rsa-sha256,; d=example.ru

Kpome TOro, BO3MOXKHO 1CoJib30BaTh Aj1s1 mpoBepku DKIM ciepyroniyo komaHzy:
exim -bP dkim.

Hactpoika mexaansma DMARC
6.12 Ilepen nactpoiikoin DMARC B Exim Heobxomumo ybemnutbcs, uro SPF, DKIM
1 DMARC 3anucu pasmeiiienbl B DNS (paspenbr 1-3).
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6.13 Ins ocyuiectsienuss Hactpouku DMARC B Exim HeoOXomMMO YCTAaHOBUTH
OpenDMARC xomanpgamu:

nyist Debian (Ubuntu, Astra Linux):

apt update && apt install opendmarc

s CentOS (RHEL):

yum install epel-release

yum install opendmarc

6.14 Ins Hactpouku OpenDMARC HeobxomumMo OCYILIECTBUTh CJIEAYIOIIYIO
HAaCTPOMKY KOHPUTYpaLU:

OTKPbITh KOHGUrypaimoHHsii (a1 OpenDMARC komaH0i1:

nano /etc/opendmarc.conf;

HACTPOUTh Cjefylollye napameTrpbl (B mpumepe nupekrtopuu, [IP-agpec m mopt
3aMEHMTb Ha peasibHbIe JaHHbIE IOYTOBOI'O CepBepa):

AuthservID example.ru

ForensicReports true

ForensicReportsSentBy noreply@example.ru

HistoryFile /ust/local/etc/exim/dmarc.dat

6.15 Heobxomymo co3maTth ¢ HeOOXOAMMBIMM MpaBaMy (aiii Aj1s coopa CTaTUCTUKU
B nupeKtopuu /usr/local/etc/exim KomaHgaMu:

touch dmarc.dat

chmod 666 dmarc.dat

COXpaHUTb  M3MEHeHMs  IyTeM  Haxkatusi  couetanms  kiaBuim  Ctrl+O
" 3aKpBITh pelaKkTop IyTeM Haskatusi couetanust kiaasuiil Ctrl+X;

6.16 Ins uactporiku DMARC B Exim HeoOXogyMMO OCYIIECTBUTb CJIEAYIOIIYIO
HACTPOMKY KOH(PUTYpaLVNA:

OTKPBITh KOHuUrypammio Exim komaHmoin:

cat configure | grep dmarc

dmarc_tld file = /usr/local/etc/exim/public_suffix_list.dat

dmarc_history file = /usr/local/etc/exim/dmarc.dat

dmarc_forensic_sender = noreply@example.ru

6.17 Kpome TOro, pekomeHayeTcsl OTK/IIOUnTb mpoBepk DMARC 119 moBepeHHBIX
XOCTOB (ecjM OHM CHelIMaJIbHO He TpeOyIoT TaKoro OOCTY>KMBaHUSI) U3 CIIMCKa
+relayfromhosts B cooTBeTcTByIo1IeM npaBuie ACL komaHIO:

control = dmarc_disable_verify

6.18 JIns1 ocTajlbHBIX XOCTOB peKOMeHIyeTcsl BKIOUMUTH IpoBepky DMARC
" oTepaTMBHOE MH(POPMUPOBAHME IO 3aIPOCaM ITPaBUJIOM:

warn control = dmarc_enable_forensic

6.19 [Ins nmpuMeHeHNsT HACTPOEK HEOOXOMMMO Mepe3anycTuTh Exim komaHmamu:

update-exim4.conf

systemctl restart exim4.
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